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l. Introduction

The process of identifying risks involved and then try to avoid and prevent them is called as Risk Management.
There is a separate team for the risk analysis whose manager will be called as Risk Analyst. He along with his
team members will first of all try to understand the nature of the products and services provided by the business
to the end users and then try to predict the risks factors involved with it. The job of the risk analyst is crucial as
he needs to have complete knowledge of the risk analysis otherwise there are chances that he might miss some
important information which could help him to identify the risks. The risk management and identification go
through different stages which is known as risk management life cycle. It can be understood with the help of
following diagram: -
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Fig 1 Risk Management Life Cycle.

o ldentification of Risks: - The first step of the risk life cycle is that the Risk Analyst sits with the employees
and tries to understand the nature of the product and services. He goes through all the documents related
to the product and understands the process involved in development of the product/services. Based on
this he will try to identify what will be the risks which might arise in the future. Then he plans with his
team members that what are the factors which will result in the risks, what are the types of risk, how they
are produced, what are the impacts of these risks on other business units, how to prevent them in future,
how to fix them. This all will be discussed by the risk analyst with his team and then they start working
on them.

e  Prioritizing the Risks identified: - Now the risk analyst will have a list of all the risk factors and risks in
front of him. The list will also include the impact etc about the risk. Now the risk analyst will start giving
priorities to each risk mentioned in the document. He will try to give high priority to the risks which
needs immediate attention and then he tries to provide solution to fix that risk. In some cases where it is
impossible to avoid the risk, the risk analyst will try to find out alternate solutions or also ways to reduce
the impact of the risk on other business units.

¢ Respond: - In this phase, the actual working on the risks will start. The risk analyst will give the solutions
to solve the risk issue and also assigns the task among his team members. If he feels that the particular
risk does not belong to their department then he will assign that particular risk to the department to which
it belongs in real. In some scenarios the risk can be completely resolved but, in some cases, it is difficult
to avoid them. So, in such cases the risk analyst will try to reduce its impact and avoid the situations
which will give those risks.

e Improvement: - In this stage, the risk analyst will analyse the impact of solving the risk issue and then
try to observe whether the solution given was successful or not. If yes then same solution will be
documented in the risk document as a solution to be used in future. But if the impact of the solution is
not so good then the risk analyst will document that as well and then will try to work and find better ways
in future to fix them.

Each and every phase involved in the risk analysis life cycle is important. All the actions taken in each stage
is documented well. Each phase output is the input for the other stage. Once the life cycle of the risk is
finished then the whole process is repeated until a realistic solution is given or till the time prediction of all
the future risks are done. Also, in case of new risk factors involved the whole process is repeated. It is the
responsibility of the risk analyst to undergo each and every minute detail of the factors that will result into
other risks.

1. Types of Risks Levels:

There are following levels of risks involved in a business: -

Mild Moderate || Elevated Severe Extreme

Fig: 2 Levels of Risks

1. Mild Risks: - These risks will have less impact. They are as good as invisible risks. These can be ignored.
These will have very less priority to get them fixed.

2. Moderate Risks: - This type of risk will have more impact as compared to mild risks. These risks cannot
be ignored. But the issue with these types of risks is that how the risks occurred is not clear.

3. Elevated Risks: - These are more important than the previous categories of the risks. These are
inconsistent and every time it occurs will have new consequences. It is important to pay immediate
attention to these types of risks.

4. Severe Risks: - Not to mention these types of risks will have very severe impact on the business. If these
types of risks are identified, then it is the responsibility of the risk analyst to handle the risk as soon as it
arises. Any delay in handling these types of risks will have severe impact.
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5. Extreme Risks: - These types of risks have high priority and have full details and are consistent. These
have to reported to others and with the help of others and team it is supposed to be fixed as early as
possible as this might even result in failure of the whole system. Other than risk analyst, many other high
designation people are involved in these types of risks.

I11. Categories of Risks: [2]
Once the risks are identified then they fall in one of the four major types of categories involved

Prevention

Risk

Retention Reduction

Categories

Fig 3 Categories of Risk

e Risk Prevention: - In this the known risks can be avoided by not performing the tasks which will result
into risk issues. The main purpose is to avoid all those activities which might give risk threat to the
business. For Example, if a land is disputed and have risks to buy it then it is better to avoid buying that
land.

¢ Risk Reduction: - In this type, the business tries to reduce the impact of the risks on the business. In this
the risk is totally not avoided but it is tried that the impact of it can be reduced.

e Risk Sharing: - In some of the risk, the impact of the risk is shared with other parties. Which means only
one unit will not be responsible for this type of risk category. The loss will be shared equally among the
two parties involved in this risk factor.

e Risk Retention: - The risks which fall under this category is fully owned by the business rather than
transferring it to other parties. The business will take the ownership of that particular risk and will not
blame other parties about the risk. This is in practice by those companies which thinks that the loss of
owing the risk is less than the cost of sharing the risk from other insurance parties.

Principles of Risk Management: - Following are the principles of Risk Management System: - [3], [4]

1. Product or Service: The risks involved related to product or services provided by the business is high and
should be considered. The risk analyst should analyse all the risk factors involved in the cycle of
product/services provided to the customer. If the risk which might arise in future are predicted in advance
then the efficiency of the products can be increased and the business can produce high quality products.
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2. Integration: The business should implement the process of risk management in all the units of the
business. They should break or divide the risk analysis tasks between risk analysts of all the departments.
This way a proper analysis of the risks can be done. Everything should be documented properly so that
in future the other people working in risk analysis process can refer to these documents in future.

3. Keep the business goals and objectives in mind: While doing the risk analysis, the members involved in
the risk analysis process should always keep the goals and objectives of the business in mind. According
to this only they should make plans and should proceed the life cycle of risk assessment. If they do not
keep the goals in mind then there are chances that they will deviate from the path and may end up having
more risks involved in the process. Hence, the planning and identification of the risks should be always
in mind.

4. Roles and Responsibilities: The risk management process involves many tasks and many team members.
It is also like a project which goes parallels with the actual project. It is the responsibility of the risk
analyst to first understand everything himself and then based on the capacity of his team members should
assign the tasks among various team members and should guide them in case of any issues. It should be
a collective process as it takes time to do proper analysis of the issues coming in a project.

5. Communication and reporting: The process of risk management involves many tasks and hence proper
communication is very important. Everything should be documented at each stage of the analysis and
should be accessible by all. There should be centralised database in which all the types of risks, their
cause, impact, and solution should be mentioned properly in detail and should be made available to be
used by all who are working in risk analysis task.

6. Use of best solution: The risk management involves the process of analysing the impact of the risk. In
this the risk analyst first of all checks any available option or solution to the risk identified. If he thinks
that the available solution is best way to avoid the risk then he implements that solution but if he finds
out that there could be more realistic approach to solve that risk then he implements his solution. So, the
process involves comparing both and implementing the best solution to the problem.

7. Understanding the warnings: In some situations it is seen that some factors will give early warnings of
upcoming risks. The risk analyst should not ignore such warnings and should consider them. As, if it
turns into real problem then it will be difficult to find a solution to the problem. It is the responsibility of
the risk analyst to keep a track of all the warnings which arises in the system and should try to solve the
issue before it becomes harmful for the system.

8. Ask for opinions: Risk management and risk analysis are a continuous two-way process. It is not only
the responsibility of the people involved in the risk team but also others. Hence, the risk analyst or
manager should have a proper communication with all the team members and should ask for their
opinions about the risks. This will improve the risk analysis process and the business can improve its
efficiency.

9. Review: This is also very important part of any process. Whatever is done should be reviewed properly
and should eliminate the steps which are unnecessary and should implement new steps which are
important. Each stage of the risk life cycle should be reviewed before going to the next stage.

10. Improvement: There should always be room for improvement process. Whatever mistakes are done in
first cycle should be completely eliminated in next cycle. One should learn from previous mistakes and
should find better ways to find a solution next time.
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Fig 3. Principles of Risk Management

Challenges of Risk Management:
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Fig 5 Challenges of Risk Management

There are challenges in every field of the business unit. The same is with the implementation of risk analysis
and risk management system. They are classified as following: -

Inappropriate use of Risk Factors: - There are certain tools available in the market for identifying the
risks factors and their impact and the losses which they will make. But there is limitation of each tool
and hence they can never give appropriate numbers of the impact of risks on the business. Hence it is
very crucial to fully identify the impact of the risks involved in the system.

Lack of Proper Evaluation: - This is also one of the drawbacks of the risk management system. The risk
analyst are human beings and they tend to make mistakes. Hence, in some cases they can do wrong
calculations than the actual ones and the result may even be failure of the system. Hence, they should
always try to cross check. There can even be separate team who can review the risk analysis process to
make sure that all the work done is perfect.

Failing to consider known Risks: - Sometimes it is impossible to consider all the risks at the same time.
This is the biggest challenge where the risk analyst should be capable of identifying which risks are
important to be considered and which are not.

Lack of Communication: - All the risk management and risk analysis report should be given to the top
authorities to take proper actions. For this it is very important that the information is communicated
properly to them If the risk analyst failed to do so then the decision made by the top managers will be
according to the quality of information provided to them which may not end up in having good solution.
Monitoring Risks: - It is very difficult to so risk analysis and to monitor the risks at the same time. This
happens because it is the tendency of the risks to change their nature so quickly that it goes unnoticed by
the risk analysts.
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IV. Conclusion

It is concluded that in any business it is important to have risk analysis and risk management teams. They work
according to the type of business as organisation is doing. The life cycle of risk should be followed and the risks
should be eliminated based on their priority and the impact which they have on the business. There are many
challenges in implementation of the risk management. Hence it is very important that the risk analyst follow the
guidelines and should take the help of the tools available in the market to make their job little easy.
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